SOCIAL MEDIA GUIDE FOR DHBS

As the lines blur between our private, personal and public life district health boards (DHBs) urge employees to take care when using social media.

Social media allows people to connect, communicate and interact in real time to share and exchange information. The DHBs support and recognise the benefits of social media particularly in the areas of public health information and recruitment. However, there are risks to both the DHBs and individuals when using social media.

This guide identifies the expectations, advantages, risks and traps to consider when using social media in the workplace and outside it. This guide sits alongside other known professional guidelines such as:

· Social media and the nursing profession

· Guide for medical practitioners

· A nurse’s guide to social media and electronic communications
· Social media in government.
Good "netiquette" can be a tricky balancing act. The DHBs want to prevent the risk of individuals inadvertently damaging the organisations’ brands, divulging private information or getting themselves into trouble. In the same vein, it does not want to restrict employees' freedom of expression or create a culture of intimidation.

Some of the advantages of social media:

· Easy, inexpensive route for engaging in conversations with patients and our communities on public health matters to targeted groups

· Useful tool in recruiting staff

· A well-managed social media presence is an invaluable communication tool and can enhance the reputation of the DHBs.

However, there are risks associated with social media if we do not behave responsibly. These include:

· Disclosure of confidential information – breaching patient or work colleagues’ privacy

· Damage to the DHBs reputations
· Being linked to derogatory, obscene, racist or otherwise offensive comments by a staff member

· Workplace bullying, harassment or discrimination

· Productivity lost through engaging in social media in work time

· Employees who do not appreciate the distinction between public and private lives risk making personal comments that appear to be their DHB’s view.
DHBs have the following expectations of employees using social media:

· All employees will understand the importance of keeping confidential, sensitive work matters private, knowing careless social media chatter could be a serious breach of an employment contract

· All employees will understand their workplace obligations of trust and confidence and therefore will not bring the DHBs into disrepute

· Engaging in social media activities on privately owned mobile devices should not take place in work time.

Some basic principles need consideration in any online social interaction:

· Where staff utilise social media in their personal capacity, they should adhere to professional standards and must not make comments/postings on behalf of their DHB or in their role as a DHB employee. Point out that you are not an official spokesperson. Be sure to make clear in some way that your profile is not an official DHB communication channel. If necessary, add a disclaimer (e.g. “The opinions and positions expressed are my own and don’t necessarily reflect those of the DHB”) to indicate that you are not speaking on behalf of the organisation

· Recognise that you are entering a social system behave with good manners as you would in any other social event such as a meeting or gathering: But remember social media is much bigger and involves people you don’t know

· Take care to ensure that your actions and behaviour are consistent with the image you want to portray in the workplace. If you have a gripe at work, try to deal with it in the usual internal way with your manager rather than broadcasting your concerns.

· Remember search engines never forget: Everything you post stays online for a long time. Think before posting something you might regret later.

Please remember that in work and private time employees must abide by their own DHB policies including, but not limited to:

· Media and Communications Policy

· Information Security Policy

· Information Privacy

· IS Acceptable Use
Definitions

Social Media – primarily internet and mobile-based tools for sharing and discussing information. The term most often refers to activities that integrate technology, telecommunications and social interaction, alongside the construction of words, pictures, video and audio.

Social Media Channel – a website that leverages Social Media and communications tools for its visitors. Examples include YouTube, Facebook, Wikipedia, Twitter, forums, blogs, message boards etc.

Measurement criteria

DHBs regularly monitor social media channels to identify any issues arising from unauthorised use and misrepresentation of the DHBs.
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